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Source : www.thehindu.com Date : 2018-10-01

A 186-KM RALLY FOR PEACE IN THE RED HEARTLAND
Relevant for: Security Related Issues | Topic: Linkages between development and spread of extremism incl.

Naxalism

Around 150 people, from various States affected by Maoist insurgency will begin a 186-km long
‘Peace Padyatra’ (peace march) on Monday to appeal to “all sides to give peace a chance.”

The Peace Padyatra, which will start from the Shabri Gandhi Ashram in East Godavari district of
Andhra Pradesh on the 150th birth anniversary of Mahatma Gandhi, will conclude in the
Jagdalpur town of Bastar on October 12 with a conclave called the ‘Bastar dialogue’.

“More than 12,000 people have died in the last 20 years in central India due to the ongoing
conflict. Out of which, 2,700 were security forces and more than 9,300 were members of the
Adivasi community. Most of these 150 people, who are going to walk from Andhra Pradesh to
Bastar, include tribals from Telangana, Maharashtra, Andhra Pradesh, Chhattisgarh, Odisha and
Jharkhand, and people like me,” said Shubhranshu Choudhary, one of the organisers.

Led by tribals

“This effort is being led by tribals from Telangana. There was a meeting in June this year, in
which it was decided to make sustained efforts for peace and involve the affected people in the
peace process,” added Mr. Choudhary, a former journalist who runs a community radio service
in central India.

The 150 padyatri s will walk along the National Highway 30, which connects Telangana to
Chhattisgarh and passes through the Maoist hotbed of the Sukma district of Chhattisgarh.

When asked about restricting the peace march to the highway, Mr. Choudhary said, “Two
people have died in this area in last few months due to IED blasts, which is why we decided to
refrain from going to interior villages.” He said that the appeal for peace was not only to the
Maoists but to the government and to everyone else who is collectively creating a situation that
is harming tribals. “Now, tribals are saying that enough is enough. Please give peace a chance,”
Mr. Choudhary said.

Now, tribals are saying that enough is enough. Please give peace a chance

Shubhranshu Choudhary

An organiser
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Source : www.thehindu.com Date : 2018-10-07

IS FACEBOOK DATA BREACH SERIOUS?
Relevant for: Security Related Issues | Topic: Basics of Cyber Security and related matters

What happened?

On September 16, Facebook noticed an unusual spike in the number of times the platform’s
‘View As’ feature was being used. The feature allows users to see how their Facebook page will
appear to another user. On September 25, Facebook announced that it had identified this as a
malicious activity in which the access tokens of 50 million users were appropriated by unknown
hackers, and certain personal details possibly accessed.

What is an access token?

An access token is a digital key that allows users to stay logged into Facebook on a device or
browser without having to sign in repeatedly using their password. It extends its reach to other
apps or services that users sign into using their Facebook account. If hackers have the access
tokens, they do not require passwords to get into Facebook accounts or apps like Instagram that
utilise the Facebook login.

What did hackers do?

The ‘View As’ feature was introduced by Facebook as a privacy control feature, allowing users
to check the information they were sharing with others. But this proved to be an Achilles’ heel
because of some bugs that were introduced in the software in July 2017. According to
Techcrunch, while using the ‘View As' feature, Facebook’s video uploader tool also appeared on
the page at times, generating an access token that was not the user's but of the person the user
was looking up. For example, if Hacker A selected User B for ‘View As,’ and the video uploader
appeared on the page, it generated an access token for User B which was then available to
Hacker A.

What was Facebook’s response?

Facebook had to force the affected 50 million users, and an additional 40 million users who had
used the ‘View As’ feature since last July to log in again so that their access tokens changed.
Facebook has since said it has resolved the bugs that caused what is said to be the largest
breach in the history of the platform. Facebook is said to be working with the FBI on the issue. It
also informed the Irish Data Protection Commission, since the European Union’s strict new data
protection law states that it has to be informed within 72 hours if anyone in the European
Economic Area is affected. The Commission has started a probe, and Facebook faces a fine
that could go over a billion dollars.

Why is it significant?

This breach again puts the spotlight on the vulnerabilities of Facebook, the digital behemoth that
claims over two billion users and along with Google controls more than half of the global digital
advertisement revenue. It was caught on the wrong foot earlier this year when the Cambridge
Analytica scandal broke, revealing that data of up to 87 million users were harvested and used
for political campaigning. There are ongoing investigations into that scandal, and the new breach
is not helping Facebook redeem itself. Aside from the direct impact of private data being
accessed, massive data sets allow for psychological profiling a la Cambridge Analytica. This
could lead to targeted political advertising and manipulation, especially at a time when crucial
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mid-term elections are due in the United States and in India. It also undermines the faith in the
‘single sign-in.’ The Facebook sign-in has been utilised by a whole set of services, from gaming
apps to news apps, as a way to log in to their sites or apps based on the idea that large digital
entities like Facebook and Google provide better security. This trust now stands shaken. While
Facebook has reportedly refreshed the access tokens of all affected parties, the extent to which
the hackers had access to connected third-party apps remains unclear.

P.J. George
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Source : www.thehindu.com Date : 2018-10-07

FACEBOOK SETTING UP TASK FORCE FOR 2019 LOK
SABHA POLLS

Relevant for: Security Related Issues | Topic: Role of Media and Social Networking Sites in internal security
challenges

Ads will be monitored to ensure they are appropriate, says Richard Allan.  

With just eight months left for the 2019 general elections in India, social networking giant
Facebook is putting together “a task force” of specialists to defend against the misuse of its
platform for influencing the voting process in any way.

“…India is top of our mind… biggest democracy in the world, we are going to have biggest
elections. So, we will have a task force working on that... and we try to understand what the
possible forms of abuse [of the platform] might be in India versus in the U.K. or any other
country,” Richard Allan, vice-president, Public Policy EMEA, Facebook, said.

The task force will comprise of “network of hundreds of people”, including specialists who will
monitor advertising to make sure that ads are appropriate, and specialists to constantly look at
the content. The company will also work with local political parties to understand what they are
doing.

“What the task force is trying to do is make sure that we don’t miss things because we…missed
things in the run up to the U.S. elections, there were things happening on the surface that should
not have been happening… So it’s really about making sure that, in the Indian context in
particular, we will not miss things,” Mr Allan added.

The social media platform has been facing fire for improper use of its data to influence elections
in its home country, the United States, following which, Facebook’s CEO Mark Zuckerberg,
earlier this year, had announced putting in place a new policy to prevent interference in future
elections. These steps, he added, “will make it a lot harder for anyone to do what the Russians
did during the 2016 [U.S.] election and use fake accounts and pages to run ads.” Post the
controversy, India’s IT as well as Law Minister Ravi Shankar Prasad had also warned of
stringent legal action if Facebook data of Indian users was found being misused to influence the
electoral process.

Facebook had said that the data of nearly 5.6 lakh Indian users may have been “improperly”
shared with British political analytics company Cambridge Analytica.

Mr. Allan pointed out that one of the challenges for the task force in India will be to distinguish
between real political news and political propaganda.

To a query, he said the team will be a mix of human resources existing within the company
working on the issue, as well as new hires. “The work will actually be done once we move closer
to the election,” Mr. Allan said, adding, “We are building up a team here to spot what is going on
and …if we need to change our systems to catch more of the particular type of speech then
there will be AI engineers working on that, specifically for what is happening here.”
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The social media giant says hackers exploited the “View As” feature.
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Source : www.livemint.com Date : 2018-10-11

OPINION
Relevant for: Security Related Issues | Topic: Linkages between development and spread of extremism incl.

Naxalism

Here are home truths about “Urban Naxals”. It’s a cheesy label, easy to apply and difficult to
dismiss in times of right-wing ascendancy. But it’s true. There are such people.

The Maoist rebellion—“Naxal” is often used interchangeably and incorrectly—uses their support.
Other rebel movements and groups, say, from North-east India, too, almost always have an
urban factor, handy for shelter, support, propaganda and recruitment.

The problem of human rights violations by government arrives not because such support centres
for rebels exist. They arrive when governments, political parties and security agencies use the
label as a broad brush to paint strident critics, even those who aren’t pro-Maoist. Subsequently,
there is reluctance to furnish proof in either courts of law or to the public—for whose benefit
arrests of such folk were spectacularly staged.

Pro-government and conservative media usually go along with the government version. They did
so with the arrests in early June of five activists and academics on the charge of being over-
ground Maoists and for triggering violence around a major pro-Dalit commemorative event near
Pune in January. They did so in late-August when five activists, lawyers and writers were
arrested in northern and western India.

Similar things have happened even with a centrist government in Delhi and various states. In
May 2013, after the attack on a motorcade containing Congress politicians in southern
Chhattisgarh, establishment-led media reaction ranged from calls for engaging the army in this
conflict over the lack of governance and development, and for the airforce to bomb Maoist
strongholds. Some analysts, including retired generals, suggested that Maoists are only a step
away from urban India.

The Congress-led United Progressive Alliance (UPA) government was in power at the time, but
the optics were near-identical to those applied by the subsequent Bharatiya Janata Party-led
National Democratic Alliance (NDA) government since mid-2014. Indeed, the last government to
renege on a possible peace deal with Maoists was the UPA government, back in 2010. Now, as
then, the move was to escalate war instead of escalating peace.

The Maoists have, for years, had a plan to infiltrate urban India. Rebel recruitment in urban
areas continues to groom future ideologues and leaders, even though the rebellion is severely
stressed. Urban sanctuaries continue to offer shelter. Several top leaders have been arrested
from cities. But a plan is not the same thing as a letter-perfect execution.

First, Maoists are methodical practitioners of anger management in a manner designed to
change what they perceive as a deeply corrupt system. And second, Maoists perceive their
battle as being exceedingly difficult in rural spaces and more so in urban areas.

Observers and analysts of the rebellion occasionally refer to a document, Urban Perspective:
Our Work in Urban Areas, dated to 2004. This document is held as a Maoist blueprint for urban
ingress, and details various things from establishing front organizations and shielding behind
civil society groups, to establishing cellular structures to carry out propaganda and recruitment
among disaffected industrial labour and urban poor; and beefing up technological prowess to
carry out “military tasks”, including infiltration of the police. This is a lateral shift from focusing on,
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say, purely agrarian and caste issues, and discrimination against tribal populations.

But many urban spaces have good policing. Some also house massive army
cantonments—evidently a deterrent for all but Jihadist suicide teams. Cities remain a magnet for
livelihood. The “Urban Perspective” document acknowledges this: “We cannot repeatedly
replicate in the city the offensive tactics suited to the rural movement.”

The document adds: “Thus, we cannot expect to regularly use armed strength to threaten
factory owners, conduct negotiations through secret organizers, or annihilate managers, as
would be possible in rural areas of a guerrilla zone.”

Stealth is how it works. “Urban Naxals” help it work. And, there is a pipeline of recruitment,
shelter and assistance that extends from some cities to rural conflict zones. But to label all critics
of the system as “Urban Naxals” is as dangerous, delusional and cynical as expecting Nariman
Point to become a Maoist business district.

This column focuses on conflict situations and the convergence of businesses and human rights
and runs on Thursdays. Read Sudeep Chakravarti’s earlier columns at livemint.com/rootcause
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Source : www.hindustantimes.com Date : 2018-10-16

INDIA MUST CONSIDER DRONES AND DATA
ANALYTICS TO SECURE ITS COAST

Relevant for: Security Related Issues | Topic: Security challenges and their management in Border Areas

Since the 2008 Mumbai terror attack, Pakistan-based militant outfits have reportedly begun to
see India’s coastline as the weak point in the country’s border defences. This renewed maritime
interest may reflect a desire for Rawalpindi to inflict pain on India while avoiding the international
interest that fighting along the Line of Control attracts. While India’s coastal defences are in
much better shape than they were in 2011, it is true India’s 7,500 kilometre-long coast is hardly
proofed against terrorist infiltration. The second line of defence, the state coastal police, is
particularly wanting.

After Mumbai 26/11, New Delhi rolled out a coastal security scheme, the second part of which
will end in 2020. The scheme has accomplished a number of goals: beginning the process of
tagging fishing boats; infusing training and equipment into India’s derelict coast guard; and
setting up an extensive network of radars, cameras and other sensors along the coast. Many of
these programmes are ongoing. Thus the coast guard still has less than half the aircraft it needs.
Identifying and persuading fishermen to put location beacons on their boats is almost as much a
social movement as a technological fix. However, the open seas that met the Lashkar-e-Taiba
operatives in 2008 are a thing of the past.

But there are several lacunae. There continues to be far too many government agencies
involved in coastal and maritime security. At last count, 15 different bodies had some jurisdiction
in the matter. Coordination will remain a challenge and will be sorely tested when the next attack
comes. The response of state governments has been varied: Gujarat and Tamil Nadu have
been exemplary; other states treat the matter lightly. Goa has seven coastal police stations for
its roughly 100-kilometre long shore. Karnataka, with four times the coastline, has only eight. In
any case, many of these coastal stations are unmanned or poorly maintained. The original
requirement that only vessels over 20 metres long need tracking beacons should be
reconsidered — tens of thousands of vessels are outside the security net as a consequence.

Terrorist techniques do not remain static. The trick is to be a step or two ahead of them. India
carried out coastal defence reforms after the 1993 Mumbai bomb blasts. Fifteen years later,
those were found wanting. India must look to new technologies like data analytics and
networked drones to prevent the attacks of the future. As India begins the infrastructural
transformation of its east coast, it will need to ensure the new security system it installs — and
this includes container inspection and underwater early warning — are driven by the lessons of
the past but also the expectations of the future.

First Published: Oct 15, 2018 14:31 IST
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Source : www.pib.nic.in Date : 2018-10-16

PEACE IS THE PREREQUISITE FOR PROGRESS: VICE
PRESIDENT

Relevant for: Security Related Issues | Topic: Linkages between development and spread of extremism incl.
Naxalism

Vice President's Secretariat

Peace is the prerequisite for Progress: Vice President

India is on rise and entire world is looking at us

We need to have a multi-pronged approach to ensure
security;

Ballot has proved to be far more powerful than the bullet;

Delivers Lecture at National Defence College

Posted On: 15 OCT 2018 1:05PM by PIB Delhi

The Vice President of India, Shri M. Venkaiah Naidu has said that Peace is the prerequisite for
Progress and India is on rise and entire world is looking at us. He was delivering a Lecture at the
National Defence College on the theme “India’s Strategic Culture, National Core Values,
Interests and Objectives”, here today.

The Vice President said that the history of mankind seems to be a ceaseless struggle between
the forces of war and peace, between evil and goodness, between violence and non-violence,
between tolerance and hatred, between understanding and misunderstanding, between
isolationism and inclusion and between conflict and coexistence. It is a continuous struggle and
the State has a major role in it along with other bodies like the United Nations, he added.

Saying there is also an overtone that highlights the connection between peace and progress, the
Vice President said that the welfare and development of the people and the reduction in
inequalities and discontent can potentially lead to a more harmonious, peaceful and less
insecure society. So, what we should be addressing are the potential triggers that make our
society an insecure place, he added.

The Vice President said that the National Security Strategy aims at creating conditions to
effectively pursue its development agenda while keeping the costs of security optimal and
affordable. Our strategic security direction should encompass the following components, he
said:

(a)        Maintaining a deterrent capability to safeguard National Interests. 

(b)       Ensuring security of national territory, maritime region, including our trade
routes, air space and cyber space. 
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(c)        Maintaining a secure internal environment to guard against threats to our
unity and development. 

(d)       Strengthening and Expanding ‘‘Constructive Engagement’’ with Nations to
promote regional and global peace as also international stability.

The Vice President said that we believe that the whole world is one large family as exemplified
by the oft-quoted statement: “Vasudhaiva Kutumbakam”. We are a nation that has desired
peace not only on earth and for human beings but for the entire universe, he said. Peaceful co-
existence has been an article of faith with us and we should be proud of our country’s timeless
vision that encapsulated a world view that is quite relevant even to this day, he added.

The Vice President said that we are living in a world that is torn by violent thoughts, violent
emotions and violent actions. He further said that to ensure security, we need to have a multi-
pronged approach. Extremism, terrorism, communalism, violence against women and numerous
other forms of violent behaviour need a concerted approach, he added.

The Vice President said that education for peace and learning to live together is the need of the
hour. He further said that education with values of empathy, compassion, tolerance and
goodness embedded in the curriculum can prevent conflict and irrational violence. Community
education, inter-faith understanding and evolution of societal norms that encourage harmony
and zero tolerance towards violence of all kinds can provide the foundation for a secure society,
he added.

The Vice President said that we have been facing the problems of insurgency, left wing
extremism and attempts by certain fissiparous forces to weaken the unity and integrity of the
country. There is no place for violence in a democracy and India is a mature parliamentary
democracy and the ballot has proved to be far more powerful than the bullet, he added.

The Vice President said that terrorism is the biggest threat to humanity today and all nations
need to come together to eliminate this global menace. It is time for the United Nations and the
global community to act with greater force and determination in tackling the problem, he said.

The Vice President said that the way forward could be to focus on inclusive development and
reduce inequalities. Creating just and inclusive societies could lead to more peaceful world and
this is what India is attempting through its “Sab ka Sath, Sab ka Vikas” approach, he added.

Hundred senior officers from Army, Navy, Air Force, IAS, IPS and other service including senior
officers from friendly neighbouring countries are attending this 47 week course. AVSM, Shri
Srikanth welcomed the Vice President.  

 

Following is the text of Vice President’s address:

“I am happy to be with all of you today to share with you some of my thoughts on India’s
perspectives on building a secure and peaceful world.

The history of mankind seems to be a ceaseless struggle between the forces of war and peace,
between evil and goodness, between violence and non-violence, between tolerance and hatred,
between understanding and misunderstanding, between isolationism and inclusion and between
conflict and coexistence.
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It is a continuous struggle and the State has a major role in it along with other bodies like the
United Nations.

The State has a pivotal role in ensuring the security of all people in the country and the territorial
integrity of a country. Article 21, the heart of Indian Constitution and the democratic principles
that underpin it, guarantees every one the right to life and liberty.

In fact, the security of its citizens and national security is the primary responsibility of the State.

It is worth recalling that Kautilya’s Arthashastra written around the 1st Century AD outlines the
three important duties of the ruler.

First is “raksha” or protection of the state from external aggression.

The second is “paalana” or administration and maintenance of law and order.

The third is “Yoga- Kshema” or ensuring the safety and welfare of the people.

Underlying the statement of these three mandates of the state is the recognition of the imperfect
world we live in and the constant threat of violence and aggression.

There is an unambiguous mandate to the state to maintain peace, establish rule of law, defend
the borders and ensure that all citizens enjoy secure and fulfilling lives.

There is also an overtone that highlights the connection between peace and progress. The
welfare and development of the people and the reduction in inequalities and discontent can
potentially lead to a more harmonious, peaceful and less insecure society.

So, what we should be addressing are the potential triggers that make our society an insecure
place.

The security strategy in simplistic terms focuses on identifying internal, external and hybrid
threats and suggests preventive, prescriptive and operative ways to exercise comprehensive
national power (CNP) to mitigate these effects. 

The National Security Strategy aims at creating conditions to effectively pursue its development
agenda while keeping the costs of security optimal and affordable.

The concept of national security has multiple dimensions. It has to take into consideration
various events and situations as they constantly emerge within and outside the nation.         

Our strategic security direction should encompass the following components:

(a)        Maintaining a deterrent capability to safeguard National Interests. 

(b)       Ensuring security of national territory, maritime region, including our trade
routes, air space and cyber space. 

(c)        Maintaining a secure internal environment to guard against threats to our
unity and development. 

(d)       Strengthening and Expanding ‘‘Constructive Engagement’’ with Nations to
promote regional and global peace as also international stability.
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Dear friends,

As you all are aware, India’s security strategy broadly reflects the core values which we have
been representing from time immemorial.

We have believed that the whole world is one large family as exemplified by the oft-quoted
statement: “Vasudhaiva Kutumbakam”.

We are a nation that has desired peace not only on earth and for human beings but for the entire
universe. Let me recall what the Vedic sages have said in Yajurveda:

“May peace radiate in the whole sky as well as in the vast ethereal space everywhere;
May peace reign all over this earth, in water and in all herbs, trees and creepers;
May peace flow over the whole universe;
May peace be in the Supreme Being;
Let there be peace, peace and peace to all of us and to all beings in this universe.”

This has been the prayer that India has given to itself and the world.

Peaceful co-existence has been an article of faith with us.

Hatred and conflict have been consistently abhorred.

We should be proud of our country’s timeless vision that encapsulated a world view that is quite
relevant even to this day. Let me share with you a Upanishadic verse:

“May God protect us both together;

May God nourish us both together;
May we work together collaboratively with great energy;
May our study be ennobling;
May we not hate each other for any reason;
Let there be peace within my body;

Let there be peace within my mind;
Let there be peace in the  environment around me.”

Dear friends,

We are living in a world that is torn by violent thoughts, violent emotions and violent actions.

To ensure security, we need to have a multi-pronged approach. The battle has to be fought on
multiple fronts.

Extremism, terrorism, communalism, violence against women and numerous other forms of
violent behaviour need a concerted approach.

The Preamble to the Constitution of UNESCO declares that

"Since wars begin in the minds of men, it is in the minds of men that the defences of peace must
be constructed".

The defences of peace must be constructed in a number of places starting with the schools and
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colleges, workplaces and places of worship, in the homes and the fields.

Education for peace and learning to live together is the need of the hour.

Education with values of empathy, compassion, tolerance and goodness embedded in the
curriculum can prevent conflict and irrational violence.

Community education, inter-faith understanding and evolution of societal norms that encourage
harmony and zero tolerance towards violence of all kinds can provide the foundation for a
secure society.

The 6th Chapter of the Bhagavad Gita has the following lines:

“Mana eva Manushyaanaam

Kaaranam Bandha Mokshayoh”

(It is our mind that either binds us or liberates us)

We need more broad minds that are open and receptive, willing to accept and act on good
advice, share positive thoughts and ideas that can transform the world for the better.

Negative, narrow, tunnel vision can only lead us all to a strife-torn world we would not like to
enter.

This is the medium and long term view and actions needed to prevent extreme violence.

In the short term, however, we need to be firm in our resolve to not allow any violence to spiral
beyond control and take decisive, swift and stern action.

We, in India, have been facing the problems of insurgency, left wing extremism and attempts by
certain fissiparous forces to weaken the unity and integrity of the country. There is no place for
violence in a democracy. India is a mature parliamentary democracy and the ballot has proved
to be far more powerful than the bullet.

I have mentioned the threat to internal security and senseless violence which wears different
garbs in different contexts, be it language or religion or community or ideology.

There are also the external threats we have to recognize and counter in time and effectively. We
live in a globalized world and what happens in one part of the world has an impact on many
countries and regions.

Today, terrorism is the biggest threat to humanity and all nations need to come together to
eliminate this global menace. It is time for the United Nations and the global community to act
with greater force and determination in tackling the problem.

All countries have adopted an ambitious and transformative agenda for achieving 17
Sustainable Development Goals by 2030.

This agenda has the following important resolve right at the beginning:

“We are determined to foster peaceful, just and inclusive societies which are free
from fear and violence. There can be no sustainable development without peace and
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no peace without sustainable development.” 

One of the important findings of ‘World Peace Index 2018’ published by Institute for Economics
and Peace is that global peacefulness has deteriorated by 2.38 per cent since 2008.

Another important finding in this report is about   the impact of conflict on macroeconomic
performance. In the last 70 years, per capita growth has been three times higher in highly
peaceful countries when compared to countries with low levels of peace.

The way forward could be to focus on inclusive development and reduce inequalities. Creating
just and inclusive societies could lead to more peaceful world and this is what India is attempting
through its “Sab ka Sath, Sab ka Vikas” approach.

Dear friends,

Clearly, there is a complex matrix of causes and effects, internal and external factors, short term
and medium term strategic options that one has to carefully understand and develop a strategy
that allows us to respond to existing and emerging threats to our security.

We need to develop the competence to understand the magnitude and the nature of each of
these threats and prepare adequately to deal with each one of them.

I am happy to know that the National Defence College brings together selected senior officers
from various organs of the Government and friendly foreign countries for giving them a
structured exposure to various issues relating to national security of a modern state in general
and India in particular. I am told the College seeks to prepare these officers for higher
responsibilities in the management of national security and other related areas of public policy.

The 47-week course, focuses on socio-political study of India, study on economic security,
international security environment; global Issues, science and technology, including
environmental ones; India’s strategic neighborhood and finally strategies and structures for
National Security.

My best wishes to all of you in your future endeavours as you embark on the challenging task of
creating a secure, sustainable planet.

 

JAI HIND!

***

AKT/BK/MS/RK

(Release ID: 1549692) Visitor Counter : 311

Read this release in: Hindi , Marathi , Bengali , Tamil
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Source : www.thehindu.com Date : 2018-10-19

FACEBOOK’S ELECTION WAR ROOM TAKES AIM AT
FAKE NEWS

Relevant for: Security Related Issues | Topic: Role of Media and Social Networking Sites in internal security
challenges

A man works at his desk in the war room, where Facebook monitors election related content on
the platform, in Menlo Park, California on October 17, 2018.   | Photo Credit: AP

In an otherwise innocuous part of Facebook’s expansive Silicon Valley campus, a locked door
bears a taped-on sign that reads “War Room”. Behind the door lies a nerve centre the social
network has set up to combat fake accounts and bogus news stories ahead of upcoming
elections.

Inside the room are dozens of employees staring intently at their monitors while data streams
across giant dashboards. On the walls are posters of the sort Facebook frequently uses to
caution or exhort its employees. One reads, “Nothing at Facebook is somebody else’s problem.”

That motto might strike some as ironic, given that the war room was created to counter threats
that almost no one at the company, least of all CEO Mark Zuckerberg, took seriously just two
years ago and which the company’s critics now believe pose a threat to democracy.

Days after President Donald Trump’s surprise victory, Mr. Zuckerberg brushed off assertions
that the outcome had been influenced by fictional news stories on Facebook, calling the idea
“pretty crazy”.

But Facebook’s blase attitude shifted as criticism of the company mounted in U.S. Congress and
elsewhere. Later that year, it acknowledged having run thousands of ads promoting false
information placed by Russian agents. Zuckerberg eventually made fixing Facebook his
personal challenge for 2018.

The war room is a major part of Facebook’s ongoing repairs. Its technology draws upon the
artificial intelligence system Facebook has been using to help identify “inauthentic” posts and
user behaviour. Facebook provided a tightly controlled glimpse at its war room to The
Associated Press and other media ahead of the second round of presidential elections in Brazil
on October 28 and the U.S. midterm elections on November 6.

“There is no substitute for physical, real-world interaction,” said Samidh Chakrabarti, Facebook’s
director of elections and civic engagement. “The primary thing we have learned is just how
effective it is to have people in the same room all together.”

More than 20 different teams now coordinate the efforts of more than 20,000 people mostly
contractors devoted to blocking fake accounts and fictional news and stopping other abuses on
Facebook and its other services. As part of the crackdown, Facebook also has hired fact
checkers, including The Associated Press, to vet new stories posted on its social network.

Facebook credits its war room and other stepped-up patrolling efforts for booting 1.3 billion fake
accounts over the past year and jettisoning hundreds of pages set up by foreign governments
and other agents looking to create mischief.

But it remains unclear whether Facebook is doing enough, said Angelo Carusone, president of
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Media Matters For America, a liberal group that monitors misinformation. He noted that the
sensational themes distributed in fictional news stories can be highly effective at keeping people
“engaged” on Facebook which in turn makes it possible to sell more of the ads that generate
most of Facebook’s revenue.

“What they are doing so far seems to be more about trying to prevent another public relations
disaster and less so about putting in meaningful solutions to the problem,” Mr. Carusone said.
“On balance, I would say they that are still way off.”

The election war room and its inner workings remain too opaque to determine whether it’s
helping Facebook do a better job of keeping garbage off its service or if it’s just a “temporary
conference room with a bunch of computer monitors in it,” said Molly McKew, a self-described
“information warfare” researcher for New Media Frontier, which studies the flow of content on
social media.

Ms. McKew believes Facebook is conflicted about blocking some content it already knows is
suspect “because they keep people on their platform by sparking an emotional response, so
they like they like the controversial stuff. There will always be this toeing of the line about pulling
down radical, crazy content because that’s what people engage on, and that’s what they want.”

Facebook defends its war room as an effective weapon against misinformation, although its
efforts are still a work in progress. Mr. Chakrabarti, for instance, acknowledged that some “bugs”
prevented Facebook from taking some unspecified actions to prevent manipulation efforts in the
first round of Brazil’s presidential election earlier this month. He declined to elaborate.

The war room is currently focused on Brazil’s next round of elections and upcoming U.S.
midterms. Large U.S. and Brazilian flags hang on opposing walls and clocks show the time in
both countries.

Facebook declined to let the media scrutinise the computer screens in front of the employees,
and required reporters to refrain from mentioning some of the equipment inside the war room,
calling it “proprietary information.” While on duty, war room workers are only allowed to leave the
room for short bathroom breaks or to grab food to eat at their desks.

Although no final decisions have been made, the war room is likely to become a permanent
fixture at Facebook, said Katie Harbath, Facebook’s director of global politics and government
outreach.

“It is a constant arms race,” she said. “This is our new normal.”
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